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MEMORANDUM OF LEGISLATION 
 
DATE:   July 15, 2024 
 

TITLE:   Prohibiting the Misuse of Digitally Deceptive Materials 
 

SPONSOR:   Legislator Holstein 

 

PURPOSE OR GENERAL IDEA OF BILL:  To provide criminal penalties for:  

1. the misuse of digitally deceptive materials in the second degree; and  

2. the misuse of digitally deceptive materials in the first degree 
 

INTENT:  To leverage the county’s authority to enact misdemeanors to prohibit the misuse of digitally deceptive 

materials. 
 

JUSTIFICATION:  The Laws of Westchester County should set forth two distinct misdemeanors related to the 

misuse of digitally deceptive materials. The first misdemeanor should provide that a person is guilty of the misuse 

of digitally deceptive materials in the second degree when such materials depict an identifiable person, are 

circulated without the identifiable person’s consent, and the circulation of such materials have caused harm to the 

identifiable person.   
 

The second misdemeanor should provide that a person is guilty of the misuse of digitally deceptive materials in 

the first degree when they commit the crime of misuse of digitally deceptive materials in the second degree and 

such misuse was for the purpose of committing or furthering another crime. 
 

The law should also provide a definition for “digitally deceptive material.” The definition must be broad enough 

to capture any representation or depiction, including visual or vocal representations, of an identifiable person, by 

use of any computer technology including but not limited to software, machine learning, artificial intelligence, 

and any other computer or technological means used to create a realistic depiction.  
 

There is a pressing need for legislative action to address the growing threats posed by the misuse of digitally 

deceptive materials, especially when artificial intelligence (AI) and deepfake technology has been leveraged. 

Recent events, including incidents of Biden impersonation calls and the harassment of public figures like Taylor 

Swift, highlight the need for robust legal frameworks to mitigate the risks of malicious behavior facilitated by AI 

and other evolving technologies. 
 

The risks associated with digitally deceptive materials created by AI and other technologies are diverse and 

include harassment, fraud, extortion, injury, cyberstalking, and more. Seniors and youth, in particular, are 

vulnerable to these threats, making it imperative that we take proactive measures to protect our communities. 

While existing penal laws may cover some specific crimes committed using evolving technologies, there are still 

significant gaps. As such, the enactment of a more comprehensive law specifically targeting the misuse of 

digitally deceptive materials is not only desirable but necessary to safeguard our constituents. 
 

PRESENT LAW: NONE. 
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